SACOS57 / Nnon- FQDN Certs

PRSI LKL o s K, Tt g DA P S ST T A Tty 5™ % ST A2 IR 2 v SN (ol . I L T PN

Fun with TLD:s...

Patrik Fdltstrom & Warren Kumari
(RIPE DUBLIN, 2013-05)



Internal Server Names
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o Designed for “internal only” type
applications.

o Often used by Microsoft Exchange,
Active Directory.

o WWW.Corp, www.accounting, mail.test
o Doesn’t end in a TLD
o can’t be used on the Internet

o nowhere to send the validation email


http://www.corp
http://www.corp
http://www.accounting
http://www.accounting

Certificate request
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Dulles Steel and Forge Supplies

www.slilte


http://www.site/emailAddress=warren@kumari.net
http://www.site/emailAddress=warren@kumari.net
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Where is your certificate going to be hosted?
Web Hossng, Grd Mosing. Website Bulder, Quick Shopping cart. or Deeam Design Team
Oedcaied Server or Virusl Dedcaied Server, mth Simple Control Panel
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Thanks/\

The re3uesing COMMON NAME, warw.site, & N2C 3 Lly-Qualfed COMMON NAME, AN Must DE wiad 0N AN NEMal server Poase
conSim hat his confcae s nat meant 1 be Workd Wide Web-acoessitie. othenwise ploase use a LUly-qualfied cOMmon name.

' This cenficate will be wsed on an iNlemal server
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Issued Certlﬁcate
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Subject: O=www.site

X509v3 Subject Alternative Name:
DNS:www.site, DNS:site


http://certificates.godaddy.com/repository
http://certificates.godaddy.com/repository
http://certificates.godaddy.com/repository
http://certificates.godaddy.com/repository
http://www.site
http://www.site
http://www.site
http://www.site
http://www.site
http://www.site
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o Setup a fake root
o Delegated .site to myself

o Setup a webserver, serving the cert



000 https: //www.site g"

@ O hups & www.site ¢ | Reader @

&0 [0 B Apple iCloud Facebook Twitter Wikipedia Yahoo! News~ Popular ¥

It works! o~ Safariis using an encrypted connection to www.site.

Encryption with a digital certificate keeps information private as it's sent to
or from the https website www.site.

This is the default web page for this s

The web server software is running

Co Daddy Class 2 Certification Authority
“ [J Go Daddy Secure Certification Authority

Lo www.site

www.site

Issued by: Go Daddy Secure Certification Authority
Expires: Wednesday, October 2, 2013 7:56:35 PM Eastern Daylight Time

@ This certificate is valid




It works!

This is the default web page for this server.
The web server software is running but no content has beet

_

—m— www.site
hss | 1sswed by: Go Daddy Secure Certification Authority
—— Expes: Wednesday, October 2, 2013 7:56:35 PM Eastern Dayight Time
@ This certificate is valid
» Details
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Invesugatlons by SSAC
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o SSAC formed a work party
o Researched prevalence of non-FQDN certs
o Using the EFF SSL Observatory data
o Atleast 157 CAs have issued such certs
o Lower bounds estimate
o CA/B Forum is aware of the issue
o 3 year from signing to revocation
o Conclusion:
o ICANN must immediately do something




ICANN Actions
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o ICANN Security Team took the lead
o “Coordinated Vulnerability Disclosure”
o Contacted CA/B Forum Chair Jan 23
o Briefed CA/B Forum Feb 5
o Ballot 96 at CA/B Forum passed Feb 26
o 30/ 120 day period (instead of 3 years)

o SACOS57 published Mar 15
o Outreach, outreach and more outreach



Solved? Nope
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o Not all CAs are members of the CA/B Forum
o So not bound by these agreements
o But generally trustworthy / follow guidelines

o Revocation ineffective™
o Blocking CRL / OSCP / air-gapped networks

* » http://www.imperialviolet.org/2011/03/18/revocation.html



http://www.imperialviolet.org/2011/03/18/revocation.html
http://www.imperialviolet.org/2011/03/18/revocation.html
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