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Brief	
  Historic	
  Perspec-ve	
  
¡ In	
  2006–2008	
  RIPE	
  An--­‐Spoofing	
  Task	
  Force	
  
¡  RIPE	
  431,	
  RIPE	
  An--­‐Spoofing	
  Task	
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  HOW-­‐TO	
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  Network	
  Hygiene	
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  Business	
  Case	
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  IP	
  Source	
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¡ In	
  2012–2013	
  fresh	
  examples	
  of	
  long-­‐term	
  trend	
  
¡  large	
  DDoS	
  a\acks	
  (ab)using	
  authorita-ve	
  name	
  server	
  
and	
  spoofed	
  packets	
  



Why	
  This	
  Panel?	
  
¡ Spoofed	
  traffic	
  is	
  s-ll	
  a	
  problem	
  
¡  Spamhaus	
  a\ack	
  of	
  order	
  300	
  Gb/s	
  

¡ Has	
  the	
  landscape	
  changed?	
  
¡  a\ack	
  vectors	
  in	
  2006	
  and	
  in	
  2013	
  
¡  severity	
  
¡  availability	
  of	
  solu-on	
  

¡ What	
  concrete	
  ac-ons	
  we—as	
  individual	
  
networks	
  and	
  as	
  the	
  community—can	
  
undertake?	
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Figure 91 illustrates that a majority of respondent organizations have  
implemented best current practices (BCPs) in critical network infrastructure 
security, once again representing significant progress over last year. These 
BCPs include routing protocol authentication; iACLs to keep undesirable traffic 
away from network infrastructure devices; and anti-spoofing measures at the 
edges of their networks.

Nearly two-thirds of respondents have implemented out-of-band management networks (also called data  
communication networks or DCNs) that enable them to retain visibility into and control of their networks even  
during network partition events. More than 48 percent perform Internet Routing Registry (IRR) registration of  
their customer routes, up from 38 percent last year.

Response readiness also saw improvement again this year, with 49 percent of respondent organizations practicing 
DDoS attack and defense simulations for their network. In the last survey, 42 percent of respondents indicated  
that they exercised their response readiness plans. Approximately 15 percent said they run simulations yearly,  
and another 26 percent run them either quarterly or monthly (Figure 92). We are very pleased by this development, 
and believe the improvement is directly related to the increasing number of victims, combined with the fact that the 
DDoS problem is now a top-of-mind concern for IT executives and their security teams. One organization had this 
impressive response: “Weekly simulations… with occasional ‘surprise’ simulations on other days. Engineers may  
also schedule their own intra-team simulations any time/day they choose.”

Organizational Security Practices

Network Infrastructure Security Practices

Figure 91 Source: Arbor Networks, Inc.
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When asked if they had additional concerns regarding DNSSEC deployment, respondents provided the following feedback:

attacks much easier). Increased overhead and processing power required by resolvers.”

in DNS (and UDP) provides too easy a method to abuse it for reflection/amplification attack.”

anti-spam scores.”

Respondents indicated they are using a variety of security measures and tools to protect their DNS infrastructure 
from DDoS attack (Figure 90). Over 53 percent indicated they have deployed an IDMS. And over two-thirds have 
employed iACLs, with significant numbers also using firewalls, IPS/IDS and other measures.

Issues with DNSSEC Functionality

DNS Security Measures

Figure 90 Source: Arbor Networks, Inc.
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DDoS	
  Sta-cs	
  (cont’d)	
  

Backsca\er	
  trend	
  as	
  side	
  effect	
  of	
  spoofed	
  DDoS	
  a\acks.	
  Data	
  from	
  a	
  	
  
darknet	
  with	
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  IBM	
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Key	
  Message	
  of	
  Co-­‐chair	
  RIPE	
  
An--­‐Spoofing	
  Task	
  Force	
  	
  
¡ Daniel	
  Karrenberg	
  
¡  Let’s	
  not	
  be	
  naive	
  and	
  not	
  just	
  repeat	
  the	
  earlier	
  effort	
  
that	
  was	
  not	
  all	
  that	
  successful.	
  It	
  is	
  important	
  to	
  
convince	
  operators,	
  especially	
  eyeball	
  networks,	
  that	
  it	
  
is	
  in	
  their	
  business	
  interest	
  to	
  address	
  this	
  problem	
  
before	
  someone	
  addresses	
  it	
  by	
  regula-on.	
  


