
OpenDNSSEC

DNS Working Group @ RIPE 66

Sara Dickinson - sara@opendnssec.org

Wednesday, 15 May 13

mailto:sara@opendnssec.org
mailto:sara@opendnssec.org


What is 
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OpenDNSSEC

• Turn-key solution for DNSSEC

• Automates zone & key management

• RFC compliant

• Open Source Software – BSD License
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Key Features

• Flexible:  policy driven (KASP)

• Scalable

- many zones, many records

- key sharing between zones

• Secure:   PKCS#11 support

• SoftHSM
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Organisation
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Current status
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• Stable releases:

- 1.3.14 (1.3 is a Long Term Support Release)

- 1.4.0 (Standard Release - April 2013)

• Development release:

- 2.0  (“enforcer-ng” - Alpha available)

OpenDNSSEC releases

‘Ubuntu’ style 
support model
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• Re-factor of signer: input & output adaptors

• Zone file 

• AXFR/IXFR

- [NOTE: changes to configuration files]

• No integrated auditor 

- Use e.g. validns through credns to verify the zone after 
signing

OpenDNSSEC 1.4

NEW!

No ruby!
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OpenDNSSEC 1.4
Architecture

1.3 1.4
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• PIN storage facility. No longer have to have HSM PIN 
in clear text in conf.xml

• Number of enhancements to ‘ods-ksmutil’

- more information in ‘key list’, ‘rollover list’, ‘key generate’

- CKA_ID can be included in DSSubmit

- one step key backup deprecated

• Script to enable migration between SQLite and 
MySQL backend (recommend MySQL for production)

OpenDNSSEC 1.4
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• Stable release

- 1.3.4 (LTS)

• Development release: 2.0

- “Plug-able” crypto libraries (Botan & OpenSSL) 

- Improved security

- Beta release planned in next month or two

SoftHSM
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Other news

• Versioning will reflect API changes rather than 
component changes

• Using jenkins for regression testing:

- https://jenkins.opendnssec.org/

• Continuing to add to online documentation

- https://wiki.opendnssec.org/display/DOCS

- Quick guides & user contributions

- Usability
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Roadmap
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OpenDNSSEC 2.0
‘enforcer-ng’

• Refactoring the ‘enforcer’:   Performance 

Preliminary results: 
for illustration 
purposes only!
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OpenDNSSEC 2.0

• Refactoring the ‘enforcer’:   Functionality

• Support for multiple key rollover mechanisms

• Support for algorithm rollover

• Support for CSK – Combined Signing Key

• Support for unsigned zones
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Beyond 2.0...

• More adapters:

- Dynamic updates

- Database input/output

• Common API for system integration

• Offline keys…
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• Find us:

• Web: www.opendnssec.org

• Facebook: https://www.facebook.com/OpenDNSSEC

• Twitter:  https://twitter.com/opendnssec

• In the bar (Bellini’s): 6pm tonight 

Meet the 
OpenDNSSEC team!

OpenDNSSEC
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Will sign 
zones 
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