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Agenda

=) The motivations for Multipath TCP
* The changing Internet
* The Multipath TCP Protocol

* Multipath TCP use cases



The Unix pipe model

OO0 Terminal — bash — 49x7
=]

Last login: Tue Nov 13 10:07:47 on ttysd06

You have new mail.
mbpobo:~ obo$ echo "1234 abbsbbbs" | wc -c

14
mbpobo:~ obo$ ||

. . 1234 abbsbbbs

Y




The TCP bytestream model

. ABCDEF..111232 ,
< 0988989 .. XYZZ .




Endhosts have evolved

Mobile devices have multiple wireless interfaces



User expectations




What technology provides

3G celltower




What technology provides

3G celltower

IP 5.6.7.8

When IP addresses change TCP connections
have to be re-established !



Datacenters




Equal Cost Multipath

ECMP implementation
Packet arrival :

Hash(IP,,., IP,, Prot, Port,, Port,,) mod #oif

src’

Packets from one TCP connection follow same path
Different TCP connections follow different paths



Agenda

* The motivations for Multipath TCP
mm) The changing Internet
* The Multipath TCP Protocol

* Multipath TCP use cases



The Internet architecture
that we explain to our students

Application
Transport Datalink
Network Physical
Datalink
Physical
Network
Datalink
q Physical
4 Physical

O. Bonaventure, Computer networking : Principles, Protocols and Practice, open ebook, http://inl.info.ucl.ac.be/cnp3



A typical "academic"” network

Application Application
Transport Transport
Network Network Network
Datalink Datalink Datalink Datalink
Physical Physical Physical Physical




The end-to-end principle

Application

Transport

€

Application

Network

Datalink

Physical

TCP
Network
Datalink Datalink
Physical Physical
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Transport

Network

Datalink

Physical




In reality
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Figure 1: Box plot of middlebox yments for small (fewer than 1k hosts), medium (1k-10k hosts), large (10k-100k hosts), and
very large (more than 100k hosts) enterprise networks. Y-axis is in log scale.
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— almost as many middleboxes as routers
— various types of middleboxes are deployed

Sherry, Justine, et al. "Making middleboxes someone else's problem: Network processing as a cloud service."
Proceedings of the ACM SIGCOMM 2012 conference. ACM, 2012.



A middlebox zoo

AN
Web Security
WW Appliance
e

Eﬁﬂ VPN Concentrator

SSL
Terminator

%/

ACE XML PIX Firewall
Gateway Right and Left

AN
-p
__ — Streamer
-p
7 A 4
— NAT
Engine

http://www.cisco.com/web/about/ac50/ac47/2.html

‘_‘_} IP Telephony
% < Router

Gateway




How to model those middleboxes ?

* |n the official architecture, they do not exist
* |n reality...

=) E
Application Appllcatlon Application
Transport |e <P »—'Fpanspe#t—<—> Transport
Network Network E Network ; Network
Datalink Datalink Datalink Datalink
Physical Physical | | Physical Physical
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TCP

TCP segments processed by a router

Ver | IHL ToS

Total length

Ver | IHL ToS

Total length

Identification

Flags|Frag. Offset

Identification

Flags Frag. Offset

TTL Protocol

Checksum

TTL Protocol

Checksum

Source IP address

Source IP address

Destination IP address

Destination IP address

Source port

Destination port

Source port

Destination port

Sequence number

Sequence number

Acknowledgment number

Acknowledgment number

THL| Reserved

Flags Window

Checksum

Urgent pointer

Options

Payload

THL| Reserved| Flagsf Window
Checksum Urgent pointer
Options
Payload




TCP segments processed by a NAT

Ver | IHL ToS Total length
Identification Flags|Frag. Offset
TTL Protocol Checksum

Source IP address

Destination IP address

Source port

Destination port

Sequence number

Acknowledgment number

THL| Reserved| Flags

Window

Checksum

Urgent pointer

Options

Payload

v

Ver | IHL ToS Total length
|dentification Flags Frag. Offset
TTL Protocol Checksum

Source IP address

Destination IP address

Source port

Destination port

Sequence number

Acknowledgment number

THL| Reserved| Flags

Window

Checksum

Urgent pointer

Options

Payload




How transparent is the Internet ?

Venues

25th September 2010
to 30th April 2011

142 access networks
24 countries

Sent specific TCP
segments from client
to a server in Japan

Tabie 2: Expertment

Country | Home HotspodCellularUniv | Ent [Hosting] Total |
Austri 0 2 ( 0|0 e
Austri 0 0 0 ] 1 0 1
Belgiumr 4 D 0 1 D D 5
Cannds 1 D 1 0 1 D 3
Chile D D 0 1] 1 D 1
China )] 7 0 0 )] )] 7
Crech ) 2 ( 1] D D 2
Denma; 0 2 0 0 )] )] 2
Finlanc 1 0 0 3 2 0 6
German 3 1 J 4 1 0 12
Greece 2 0 1 o010 )] 3
Indonesin 0 0 0 3 0 )] 3
Ireland 0 0 0 0 0 1 1
Italy 1 0 0 0 1 )] 2
Japan 19 10 7 3 2 [}] 11
Homan 1 )] 0 0 )] [’] 1
Russia ) 1 0 1] D D 1
Spain 0 1 0 1 0 0 2
Swexien 1 )] 0 0 )] )] 1
Switazerlar 2 0 0 0 0 0 2
Uhaslane 0 0 0 0 2 0 2
UK. 10 4 4 2 1 22
LS. 3 4 4 0 4 2 17
Vietnam 1 0 0 0 1 0 2

Tota 19 34 20 [ 17 |17 5 142 |

Honda, Michio, et al. "Is it still possible to extend TCP?" Proceedings of the 2011 ACM
SIGCOMM conference on Internet measurement conference. ACM, 2011.

© O. Bonaventure, 2011



End-to-end transparency today

Ver | IHL ToS l Total length

Ac

Middleboxes don't change

the Protocol field, but
many discard packets with an
unknown Protocol field

THL| Reserved

Flagsy  Window

Checksum

Urgent pointer

Options

Payload

Ver| IHL ToS Total length

Identification Flagg Frag. Offset

TTL

Protocol Checksum

Source IP address

Destination IP address

Source port

Destination port

Sequence number

Acknowledgment number

% % THL Reserved

Flags Window

Checksum

Urgent pointer

Options

Payload




Agenda

* The motivations for Multipath TCP
* The changing Internet
m=) The Multipath TCP Protocol

* Multipath TCP use cases



Design objectives
 Multipath TCP is an evolution of TCP

* Design objectives
— Support unmodified applications
— Work over today’s networks (IPv4 and IPv6)
— Works in all networks where regular TCP works



TCP Connection establishment
* Three-way handshake

——— SYN,seq=1234,0ptions

1

SYN+ACK,ack=1235,seq=5678,0ptions

e

——— ACK,seq=1235,ack=5679




Data transfer

——— seq=1234,"abcd"

ACK,ack=1238,win=4 —

g — seq=1238,"efgh" j

ACK,ack=1242,win=0 —




Connection release

——— seq=1234,"abcd"

RST




Connection release

seq=1234,"abcd"
———— FIN, seq=1238

—
—

ACK,ack=1239 __

seq=345,"ijkl" __ ]
FIN,seq=349 _ "

—— FIN,ack=350




ldentification of a TCP connection

> €

TCP

Ver | IHL ToS Total length

|dentification Flags|Frag. Offset

TTL Protocol Checksum

Source IP address

Destination IP address

Source port Destination port

Sequence number

Acknowledgment number

THL| Reserved| Flagsy| = Window

Checksum Urgent pointer

Options

Payload

Four tuple
— P

source

_ II:)dest
— Port

- PO rtdest

source

All TCP segments
contain the four tuple



The new bytestream model

. ABCDEF..1 11232 ,
< 0988989 .. XYZZ .

g3 £

6789 |
\

IP:4.5.6.7
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The Multipath TCP protocol

m==) Control plane

— How to manage a Multipath TCP connection that
uses several paths ?

e Data plane
— How to transport data ?

 Congestion control
— How to control congestion over multiple paths ?



A naive Multipath TCP

SYN+Option
‘>
SYN+ACK+Option
ACK
‘>
seq=123, "abc" .

~
o

seq=126, "def"



A naive Multipath TCP

In today's Internet ?
SYN+Option

SYN+ACK+Option

seq=123, "abc"

There is no
corresponding
TCP connection



Design decision

— A Multipath TCP connection is composed of one of
more regular TCP subflows that are combined

e Each host maintains state that glues the TCP subflows
that compose a Multipath TCP connection together

e Each TCP subflow is sent over a single path and appears
like a regular TCP connection along this path



Multipath TCP and the architecture

Application
O
socket

Application| ..-=""
Transport
Network TCP1 TCP2 & ... | TCPn
Datalink
Physical

A. Ford, C. Raiciu, M. Handley, S. Barre, and J. lyengar, “Architectural guidelines for multipath TCP
development", RFC6182 2011.



A regular TCP connection

* Whatis a regular TCP connection ?

— It starts with a three-way handshake
* SYN segments may contain special options

— All data segments are sent in sequence

* There is no gap in the sequence numbers

— It is terminated by using FIN or RST



Multipath TCP

SYN+Option
SYN+ACK+Option

SYN+OtherOption

SYN+ACK+OtherOption
ACK




How to link TCP subflows ?

SYN, Port,,.=1234,Port,=80+Option

—>

SYN+ACK]...]
<« /A NAT could change

addresses and
port numbers

SYN, Port

=1235,Port =80 —>
+Option[link Port,.=1234,Port,=80]

src



How to link TCP subflows ?

SYN, Port,,.=1234,Port =80
+Option[Token=5678] ->
< SYN+ACK+Option[Token=6543]
ACK .

MyToken=5678
You rTokgn=6543

MyToken=6543
YourToken=5678

SYN, Port
+Option[Token=6543]

=1235,Port =80 —>

src



Subflow agility

Multipath TCP supports
— addition of subflows

— removal of subflows




TCP subflows

* Which subflows can be associated to a
Multipath TCP connection ?

— At least one of the elements of the four-tuple
needs to differ between two subflows
e Local IP address
 Remote IP address
* Local port
* Remote port



The Multipath TCP protocol

* Control plane

— How to manage a Multipath TCP connection that
uses several paths ?

=) Data plane

— How to transport data ?

 Congestion control
— How to control congestion over multiple paths ?



How to transfer data ?

seq=123,"a

“ ack=124

seq=125,"c

—

E ack=126

seq=124,"b" —>

<«—— ack=125

seq=126,"d" —

«—— ack=127



How to transfer data
in today's Internet ?

seq=123,"a

< ack=124

Z——— ack=126

— -
—

seq=125,"c

—

>~

Gap in sequence numbering space \
Some DPI will not allow this !

—~—
—
== =

seq=124,"b" —>

<«—— ack=125



Multipath TCP Data transfer

* Two levels of sequence numbers

. ABCDEF
. -
socket socket
M < g M . .
Data sequence #

TCP1 TCP1

TCP1 sequence #

TCP2 | : TCP2 sequence # TCP2




Multipath TCP
Data transfer

Dseq=0,seq=123,"a

< DAck=1,ack=124
DSeqg=2, seq=124,"c"

—>

ZE DAck=3, ack=125

DSeg=1, seq=456,"b" -
«—— DAck=2,ack=457




Multipath TCP
How to deal with losses ?

* Data losses over one TCP subflow
— Fast retransmit and timeout as in regular TCP

Dseg=0,seq=123,"a

DAck=1,ack=124
Dseqg=0,seq=123,"a"

<« DAck=1,ack=124




Multipath TCP

* What happens when a TCP subflow fails ?

Dseqg=0,seq=123,"a

DSeg=1, seq=456,"b" —>
«—— DSeq=0,ack=457

Dseq=0,seq=457, a —

<«—— DAck=2,ack=458



Retransmission heuristics
e Heuristics used by current Linux implementation

— Fast retransmit is performed on the same subflow
as the original transmission

— Upon timeout expiration, reevaluate whether the
segment could be retransmitted over another subflow

— Upon loss of a subflow, all the unacknowledged data
are retransmitted on other subflows



Multipath TCP Windows

 Multipath TCP maintains one window per Multipath
TCP connection

— Window is relative to the last acked data (Data Ack)

— Window is shared among all subflows
* It's up to the implementation to decide how the window is shared

— Window is transmitted inside the window field of the
regular TCP header

— If middleboxes change window field,

e use largest window received at MPTCP-level

e use received window over each subflow to cope with the flow
control imposed by the middlebox



Multipath TCP buffers

MPTCP-level,
resequencing possible

| socket h

send(...)

TCP2

Transmit queues,
process only regular
TCP header

Reorder queue,
processes only
TCP header



Sending Multipath TCP information

 How to exchange the Multipath TCP specific
information between two hosts ?

* Option1
— Use TLVs to encode data and control information
inside payload of subflows

* Option 2
— Use TCP options to encode all Multipath TCP
information

Option 1 : Michael Scharf, Thomas-Rolf Banniza , MCTCP: A Multipath Transport Shim Layer, GLOBECOM 2011



s it safe to use TCP options ?

 Known option (TS) in Data segments

Data segments, port 34443 Data segments, port 80

® Pass @ Remove ® Pass @® Remove
Modify Modify Error

Honda, Michio, et al. "Is it still possible to extend TCP?." Proceedings of the 2011 ACM
SIGCOMM conference on Internet measurement conference. ACM, 2011. © O. Bonaventure, 2011



s it safe to use TCP options ?

* Unknown option in Data segments

Data segments, port 34443 Data segments, port 80

® Pass @ Remove ® Pass @® Remove
Modify Modify Error

Honda, Michio, et al. "Is it still possible to extend TCP?." Proceedings of the 2011 ACM
SIGCOMM conference on Internet measurement conference. ACM, 2011. © O. Bonaventure, 2011



Data sequence numbers
and TCP segments

* How to transport Data sequence numbers ?

— Same solution as for TCP

* Data sequence number in TCP option is the Data
sequence number of the first byte of the segment

Source port Destination port

Sequence number

Acknowledgment number

THL| Reserved| Flags Window

Checksum Urgent pointer

Datasequence number

Payload




Multipath TCP option

* Asingle option type

— to minimise the risk of having one option
accepted by middleboxes in SYN segments and
rejected in segments carrying data

Kind |Length [Subtype

Subtype specific data
(variable length)




Multipath TCP
Data transfer

Dseq=0,seq=123,"a

<« DAck=1,ack=124
DSeqg=2, seq=124,"c"

—>

E DAck=3, ack=125

DSeg=1, seq=456,"b" —
<«—— DAck=2,ack=457




Other types of
middlebox interference

* Data segments

\
Data,seq=12,"abcd" l

Such a middlebox could also be the network adapter of the
server that uses LRO to improve performance.



Segment coalescing

t 80
port 34443 por

® Transparent @ Transparent

® Changeln ® Change In
Change Out Change Out

® Change Both ® Change both

Honda, Michio, et al. "Is it still possible to extend TCP?." Proceedings of the 2011 ACM
SIGCOMM conference on Internet measurement conference. ACM, 2011. © O. Bonaventure, 2011



Data sequence numbers
and middleboxe

— seq=123,Dseq=0, "a"

‘>
— seq=124, DSeq=2,"c" %

buffers small
segments

seq=123, DSeq=2, "ac"

———

copies one option )/ seq=123, DSeq=0, "ac"
in coalesced )

segment

seq=456, DSeq=1, "b" -



Data sequence numbers
and middleboxes

— seq=123,Dseq=0, "ab" >
-
DSeq=0, seq=123,"a"

Middlebox only knows . DSeq=0, seq=124,"b"
regular TCP and copies
MPTCP option




TCP sequence number
and middleboxes

port 34443 port 80

@® Transparent @ Transparent

©® Change In @ Change In
Change Out Change Out

@ Change Both ® Change both

Honda, Michio, et al. "Is it still possible to extend TCP?." Proceedings of the 2011 ACM
SIGCOMM conference on Internet measurement conference. ACM, 2011. © O. Bonaventure, 2011



Which middleboxes change
TCP sequence numbers ?

* Some firewalls change TCP sequence numbers
in SYN segments to ensure randomness

— fix for old windows95 bug

* Transparent proxies terminate TCP
connections




Data sequence numbers
and middleboxes

* How to avoid desynchronisation between the
bytestream and data sequence numbers ?

e Solution

— Multipath TCP option carries mapping between
Data sequence numbers and (difference between
initial and current) subflow sequence numbers

* mapping covers a part of the bytestream (length)



Multipath TCP
Data transfer

seq=123,DSS[0->123,len=1],"a"

<« DAck=1,ack=124
seq=124, DSS[2->124,len=1],"c"

—>

E DAck=3, ack=125

seq=456, DSS[1->456,len=1],"b" —
<«—— DAck=2,ack=457




Multipath TCP and middleboxes

* With the DSS mapping, Multipath TCP can
cope with middleboxes that

— combine segments

— split segments

* Are they the most annoying middleboxes for
Multipath TCP ?

— Unfortunately not



The worst middlebox

seq=123,

DSS[1->123,len=2], ~—> = seq=123,
"ab" (- ) DSS[1->123, len=2],
"aXXXb" —

DAck=3,ack=125 «— DAck=3,ack=128

(_—
~ seq=125,
—_— _ ~
DSS[3->125, len=2], seq=128,
"ed" DSS[3->125, Ien=2],
< "Cd"

* |s this an academic exercise or reality ?



The worst middlebox

* |s unfortunately very old and widely used...
— Any ALG for a NAT

220 ProFTPD 1.3.3d Server (BELNET FTPD Server) [193.190.67.15]

ftp_login: user “<null>' pass ‘<null>' host “ftp.belnet.be'

Name (ftp.belnet.be:obo): anonymous

---> USER anonymous

331 Anonymous login ok, send your complete email address as your password
Password:

---> PASS XXXX

---> PORT 192,168,0,7,195,120

200 PORT command successful

---> LIST
150 Opening ASCII mode data connection for file list
lrw-r--r-- 1ftp ftp 6Jun 1 2011 pub -> mirror

226 Transfer complete



Coping with the worst middlebox

* What should Multipath TCP do in the
presence of such a worst middlebox ?

— Do nothing and ignore the middlebox

* but then the bytestream and the application would be
broken and this problem will be difficult to debug by
network administrators

» — Detect the presence of the middlebox

 and fallback to regular TCP (i.e. use a single path and
nothing fancy)

Multipath TCP MIUST work in all networks where
regular TCP works.



Detecting the worst middlebox ?

* How can Multipath TCP detect a middlebox
that modifies the bytestream and inserts/
removes bytes ?

— Various solutions were explored

— In the end, Multipath TCP chose to include its own
checksum to detect insertion/deletion of bytes



A = Data ACK present
a = Data ACK is 8 octets
M = mapping present
DSN is 8

o ———————— o —— Fomm e Y +

| Subtype| (reserved) |F|m|M|a|Al
o —————— Am————————————— e Fomm e —————————— +
[ Data ACK (4 or B octets, depending on flags) |
o e e e e e e e e e e e e +
[ Data Sequence Number (4 or 8 octets, depending on flags) |
Fom e e e ————————— e e e e e +
[ Subflow Sequence Number (4 octets) |
o ——————— Fomm e ———————— +
| Data-level Length (2 octets) | Checksum (2 octets) |
oA ————————————— Fom e —————— +

Length of mapping, can extend
beyond this segment

Computed over data covered by
entire mapping + pseudo header



The Multipath TCP protocol

* Control plane

— How to manage a Multipath TCP connection that
uses several paths ?

e Data plane
— How to transport data ?

=) Congestion control
— How to control congestion over multiple paths ?



Congestion control for Multipath TCP

* Simple approach
— independant congestion windows

Threshold
Threshold
Threshold




Independant congestion windows

* Problem




Multipath TCP congestion control

e Goals

— Improve throughput

* MPTCP flow should get at least as much as single flow
on the best path

— Do no harm
* fairness with regular TCP flows

— Balance congestion

e Multipath TCP should move as much traffic as possible
out of its most congested paths while meeting the
above goals



The Multipath TCP protocol

m=m) Control plane

— How to manage a Multipath TCP connection that
uses several paths ?

e Data plane
— How to transport data ?

 Congestion control
— How to control congestion over multiple paths ?



The Multipath TCP control plane

* Connection establishment
— Beware of middleboxes that remove TCP options
— Limited space inside TCP option in SYN

* Closing a Multipath TCP connection

— Decouple closing the Multipath TCP connection from
closing the subflows

 Address dynamics



Multipath TCP
Connection establishment

* Principle

SYN, MP_CAPABLE

SYN+ACK, MP_CAPABLE
ACK, MP_CAPABLE

seq=123, DSeqg=1, "abc"




Multipath TCP handshake

SYN, MP_CAPABLE]...]

SYN+ACK, MP_CAPABLE][...1
ACK+MPTCPOptior]

—>

Why an option in
third ACK ?




TCP options

In SYN segments
SYN segments, port 34443 SYN segments, port 80

® Pass ® Remove ® Pass

©® Remove

Modify Modify

Honda, Michio, et al. "Is it still possible to extend TCP?." Proceedings of the 2011 ACM
SIGCOMM conference on Internet measurement conference. ACM, 2011. © O. Bonaventure, 2011



Multipath TCP option in third ACK

SYN, MP_CAPABLE]...]

— >

o—é’ —_—

— “— SYN+ACK, MP_CAPABLE]...]
“— SYN+ACK

No option, disable
Multipath TCP



Multipath TCP
Address dynamics

e How to learn the addresses of a host ?

IP=2.3.4.5
IP=3.4.5.6 l

IP6=2a00:1450:400c:c05::69

* How to deal with address changes ?

IP=1.2.3.4

|P=4.5.6.7



Address dynamics

Basic solution : multihomed server

SYN, [...]
‘>
SYN+ACK, [...]
- ACKI...]
‘>
ADD_ADDR[3.4.5.6] l IP=2.3.4.5

" ADD_ADDR[2200:1450:400¢:c05::69] o o1 4c 40(;2:583,'28

SYN,[...] —

" SYN+ACK]...]

ACK(..] N




Address dynamics

 Basic solution : mobile client

SYN, [...]
‘>
SYN+ACK, [...]
ACK]...]
‘>
ADD_ADDR [4.5.6.7] l
‘>
IP=2.3.4.5
SYN,[...] —
IP=1.2.3.4
e_—
A SYN+ACK]...]
ACK[..] -

REMOVE_ADDR([1.2.3.4]




Address dynamics
in today's Internet

SYN, [...]
->
SYN+ACK, [...]
E ACK]...]
o —>
e ADD_ADDR [10.0.0.2_ ADD ADDR [10.0.0.2]
- IP=2.3.4.5
IP=1.2.3.4
D SYN [...]

IP=10.0.0.2 g



Address dynamics with NATSs
e Solution

— Each address has one identifier
* Subflow is established between id=0 addresses
— Each host maintains a list of <address,id> pairs of
the addresses associated to an MPTCP endpoint
— MPTCP options refer to the address identifier

« ADD_ADDR contains <address,id>
* REMOVE_ADDR contains <id>



Address dynamics

SYN, [...]
‘>
SYN+ACK, [...]
E ACK[...]
%
ADD_ADDR [4.5.6.7,id=1] l
->
IP=2.3.4.5
SYN, [id=1...] -
IP=1.2.3.4
e_—
Ped 67 SYN+ACK]...]
ACK[..] S

REMOVE_ADDR([id=0] -



Agenda

The motivations for Multipath TCP
The changing Internet
The Multipath TCP Protocol

Multipath TCP use cases
— Datacenters

— Smartphones

— |Pv4/IPv6 coexistence



ssh with Multipath TCP
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Université
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cunent s peg wsptcp_inf t NVIDIA-Linux-x86_64.285,05.09. run Programming
ktop ODownlonads ptep ot ig. | ia out,ogv Ubuntu One
istopl@cpaasch-mac
s apt

istopht cpaasch-mac ] y gv wvorks v ¢ talks/n deso

.ipeg wptcp_info y up HVIDIA-Linux-x86_64-285.05.09.run Ubuntu One

n ptcp orig. i ulti Pragrassing VirtualBox
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TCP on servers

e How to increase server bandwidth ?

* Load balancing techniques
— packet per packet
— per flow load balancing

e each TCP connection is mapped onto one interface



Increasing server bandwidth
with Multipath TCP

* Load balancing with Multipath TCP

— Congestion control efficiently uses the two links
for each MPTCP connection

— Automatic failover in case of failures



How fast can Multipath TCP go ?

HP DL 380p G7 /\ HP DL 380p G7

http://linux.slashdot.org/story/13/03/23/0054252/a-50-gbps-connection-with-multipath-tcp



How fast can Multipath TCP go ?

MultiPath TCP

http://www.multipath-tcp.org
MPTCP client /

1]
=
T
=
o
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a3
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Datacenters evolve

* [raditional Topologies are tree-

based
.
— Poor performance : : :
— Not fault tolerant {E} {E} {E} E

* Shift towards multipath topologies:
Fat Tree, BCube, VL2,

Cisco, EC2

C. Raiciu, et al. “Improving datacenter performance and robustness with multipath TCP,” ACM
SIGCOMM 2011.



TCP in data centers




Throughput (Mb/s)

TCP in FAT tree networks
Cost of collissions

1000
800
600

400

200

Optimal Throughput

0 | | | TCI? Flow Throyghpqt

O 1000 2000 3000 4000 5000 6000 7000 8000 9000
Rank of Flow

C. Raiciu, et al. “Improving datacenter performance and robustness with multipath TCP,” ACM
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How to get rid of these collisions ?

* Consider TCP performance as an optimisation
problem

?OpenFIow



The Multipath TCP way

ECMP balances
the subflows
over different

Two subflows
differ by their
source port

Improving datacenter performance and robustness with multipath TCP,” ACM
1.



MPTCP better utilizes the FatTree network
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C. Raiciu, et al. “Improving datacenter performance and robustness with multipath TCP,” ACM
SIGCOMM 2011.

See also G. Detal, et al., Revisiting Flow-Based Load Balancing: Stateless Path Selection in Data Center
Networks, Computer Networks, April 2013 for extensions to ECMP for MPTCP



Multipath TCP on EC2

* Amazon EC2: infrastructure as a service
— We can borrow virtual machines by the hour
— These run in Amazon data centers worldwide
— We can boot our own kernel

e A few availability zones have multipath topologies

— 2-8 paths available between hosts not on the same
machine or in the same rack

— Available via ECMP



Amazon EC2 Experiment

* 40 medium CPU instances running MPTCP

* During 12 hours, we sequentially ran all-to-all
iperf cycling through:
— TCP
— MPTCP (2 and 4 subflows)



MPTCP improves performance on EC2
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C. Raiciu, et al. “Improving datacenter performance and robustness with multipath TCP,” ACM
SIGCOMM 2011.



Agenda

 The motivations for Multipath TCP
* The changing Internet
 The Multipath TCP Protocol

* Multipath TCP use cases
— Datacenters

mmm) Smartphones
— |Pv4/IPv6 coexistence



Motivation

* One device, many IP-enabled interfaces

Bluetooth



Usage of 3G and WiFl

 How should Multipath TCP use 3G and WiFi ?

— Full mode
e Both wireless networks are used at the same time

— Backup mode

* Prefer WiFi when available, open subflows on 3G and use
them as backup

— Single path mode
* Only one path is used at a time, WiFi preferred over 3G



Multipath TCP : Full mode

SYN...

SYN+ACK...
ACK

g ”

@
WiFi A

3G/LTE
SYN...

< SYN+ACK,...

ACK ... —>



Multipath TCP : Backup mode

SYN...

SYN+ACK...
ACK

@
WiFi A

3G/LTE
SYN,MP_JOIN[Backup...]

Dynamically

e_—

SYN+ACK,... ) change backup
ACK ... status of flow

MP_PRIO[B] -




Multipath TCP : Backup mode

 What happens when link fails ?

SYN...
‘>
SYN+ACK...
ACK...
_}
@g))
3G/LTE
SYN,MP_JOIN[Backup...]
4>
o SYN+ACK,...
ACK ... -

REM_ADDR([id=0] -




Evaluation scenario

WiFi:
Belgacom ADSL2+
(~8 Mbps, ~30 ms)

@

@

3G: Mobistar
(~2 Mbps, ~80ms)



Recovery after failure

WiFi + 3G | 3G only

Full-MPTCP
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C. Paasch, et al., “Exploring mobile/WiFi handover with multipath TCP,” presented at the CellNet '12: Proceedings
of the 2012 ACM SIGCOMM workshop on Cellular networks: operations, challenges, and future design, 2012.



Recovery after failure

WiFi + 3G | 3G only

Full-MPTCP
Backup Mode
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C. Paasch, et al., “Exploring mobile/WiFi handover with multipath TCP,” presented at the CellNet '12: Proceedings
of the 2012 ACM SIGCOMM workshop on Cellular networks: operations, challenges, and future design, 2012.




Agenda

 The motivations for Multipath TCP
* The changing Internet
 The Multipath TCP Protocol

* Multipath TCP use cases
— Datacenters

— Smartphones
mmm) |Pv4/IPV6 coexistence



IPv6 Is coming ...

Display Users Data

e Percentage of IPv6 users 1.26 | April 07, 2013
1.231
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Source http://6lab.cisco.com/stats/cible.php?country=world




But IPv4 and IPv6 perf. may differ

Distribution of IPv4/IPv6 relative performance

IPv4 performs better IPvE performs better
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E. Aben, Measuring World IPv6 Day - Comparing IPv4 and IPv6 Performance,
https://labs.ripe.net/Members/emileaben/measuring-world-ipv6-day-comparing-ipv4-and-ipv6-performance



Happy eyeballs

Timeout
A SYN...

SYN+ACK...
E ACK...

SYN...




How to get best of IPv4 and IPv6 ?

SYN+MP_JOIN...

SYN+ACK MP_JOIN...
E ACK...

SYN...

SYN+ACK...

“— ADD_ADDR[5.6.7.8]
ACK




Try it by yourself |
http://multipath-tcp.org

—icteam

w +61 including You

MultiPath TCP - Linux Kernel implementation - X ‘

Main :: Home Page

L] L
ip networRing

View Edit History Pri

Welcome to the Linux kernel MultiPath TCP project

HomePage
Researchers MultiPath TCP (MPTCP) is an effort towards enabling the Are you talking MPTCP ?
simultaneous use of several IP-addresses/interfaces by a
References modification of TCP that presents a regular TCP interface to No, you aren't!
applications, while in fact spreading data across several subflows. { __ You can remediate to
Users/Testers Benefits of this include better resource utilization, better YD this by installing MPTCP.

How to install MPTCP?
Configure Routing
Configure MPTCP
Handle Crashdumps
Report a bug

Use MPTCP

MPTCP measurements

How to contribute?

Submit a patch
QuickLinks

Git-repository

throughput and smoother reaction to failures. Slides - explaining
MultiPath TCP - are available in .pdf and .pptx format. You can
also have a look at our Google Techtalk about MPTCP.

The IP Networking Lab is implementing MPTCP in the Linux
Kernel and hosting it on this website for users, testers and
developers.

For questions, feedback,... please contact us at the mptcp-dev
Mailing-List

Stable Release
MultiPath TCP v0.86 is available on our release page.

The fastest TCP connection with Multipath TCP

Breaking the record of the fastest TCP connection - have a look

here how we can achieve 51.8 Gbit/second with Multipath TCP.

Breaking News

22. March 2013: The fastest TCP
connection with Multipath TCP!!!
Have a look here to see how to
send a data-stream at 51.8
Gbit/second.

13. March 2013: The stable release
MultiPath TCP v0.86 is available
on our release page.

11, March 2013: Networked
Systems 2013 includes a MultiPath
TCP Tutorial given by Olivier
Bonaventure. You can find the slides
in .pdf or .pptx format.

09. January 2013: MultiPath TCP for
the Android Nexus now available!
Checkout

e Hnithith fam fmanten.

J'.

lAb

belgium

nt



Testing Multipath TCP
through your network

P — * Tests included

@ — tracebox
— HTTP, HTTPS, SCP, FTP over
MPTCP with
' * asingle TCP subflow
* 4 TCP subflows
[\’

— segments sent over best subflow
— segments sent in round-robin

— segments duplicated over all subflows

e Theses tests include corner
cases that might trigger

reactions from firewalls/
DPI/IDS/...



tracebox

Work in progress, but will probably have wide

operational use to debug middlebox problems
¢« SYN[TTL=3]

———

W:

e ——— —RFC/91 REC1812 >

[RISTe Y —
Randomizes TCP
tracebox
tracebox sequence number

l: 2.2.2. Changes MSS option
2: 3. '
3: 4.4.4. [Reply ICMP full pkt]
4: 5



First results

* Multipath TCP has been tested in a few dozen of
networks
— Works in most tested networks, no major problem
identified
* We are looking for tests from networks with known
middleboxes

— In some cases, Multipath TCP fallbacks to regular TCP

* Middlebox dropping options in SYN
* NAT translating PORT command for FTP
* Fallback works as expected



Hard to debug problems

SYN+MP_CAPABLE...

SYN+ACK MP_CAPABLE...

DA
BaichBE
Blindly copies option received in SYN
in the returned SYN+ACK

 Beliberal in what you accept conservative in what you send



TCP sequence number randomization
and SACK

YN(seq=12)+SACK Permitted SACK ves
: SYN(seq=34)

 SACK Permitted—__ l
i
+ACK(ack=35)

SYN+ACK(ack=13)
SACK yes ermitted SACK Permitted

seq=13,"a" N~

Seq=14,"b” S€Q= |l' a" .

seq=15,"cd” seq=36,"b Y
- seq=37,"cd'

—>

ACK(ack=14) —— -
SACK [37-38]

é’_

ACK(ack=36)
SACK [37-38]



Conclusion

 Multipath TCP is becoming a reality

— Due to the middleboxes, the protocol is more @&
complex than initially expected A

— RFC6824 has been published t
— there is running code !
— Multipath TCP works over today's Internet ! i

e What's next ?

— More use cases
* BGP over MPTCP, anycast, VM migration, ...
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